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EDUCATION
Ph.D., Computer Science — University of South Florida, Tampa, FL — 2025
M.S., Computer Science — Nanjing University of Posts and Telecommunications, Nanjing, China— 2019
B.S., Computer Science — Beijing University of Posts and Telecommunications, Beijing, China — 2012


ACADEMIC AND PROFESSIONAL EXPERIENCE
Academic
2025–Present Assistant Professor, Dept. of Computer Science, Missouri S&T, Rolla, MO (Full-Time)


PROFESSIONAL CREDENTIALS, CERTIFICATIONS, OR LICENSING
· IEEE Member, elevated 2025
· ACM Member, elevated 2025
PROFESSIONAL DEVELOPMENT ACTIVITIES
· 20th Annual ISC Poster Presentation, Poster Session Judge, Nov 2025
CONTRIBUTIONS TO THE DISCIPLINE

Publications

–	J. Wang, C. Zhu, Y. Zhou, L. Li, X. He, and J. Xiong, ‘COGNITION: From Evaluation to Defense against Multimodal LLM CAPTCHA Solvers’, 35th USENIX Security Symposium (Security '26)
–	L. Li, R. Ma, Z. Xue, and J. Xiong, ‘Characterizing User-Reported Risks across LLM Chatbots’, in Proceedings of the 2026 CHI Conference on Human Factors in Computing Systems, 2026, pp. 1–26.
–	J. Xiong, I. Markwood, D. Shen, Y. Liu, and Z. Lu, ‘Content Subversion against Information-Based Systems’, IEEE Transactions on Dependable and Secure Computing, 2026. DOI: 10.1109/TDSC.2025.3628309
–	Xu, Xiaoran, Zhaoqian Xue, Chi Zhang, Jhonatan Medri, Junjie Xiong, Jiayan Zhou, Jin Jin, Yongfeng Zhang, Siyuan Ma, and Lingyao Li. "Patients speak, ai listens: Llm-based analysis of online reviews uncovers key drivers for urgent care satisfaction." IEEE Journal of Biomedical and Health Informatics (2026).
–	Zhou, Y., Zhu, C., Wang, J., He, X., Zhai, Y., Sun, K., ... & Xiong, J. (2026). Prompt Overflow: What the Guardrail Inspects Is Not What the Model Infers. arXiv preprint arXiv:2605.23196.
–	Li, Lingyao, Junjie Xiong, Changjia Zhu, Runlong Yu, Chen Chen, Junyu Wang, Renkai Ma, and Zhicong Lu. "LLM-as-a-Reviewer: Benchmarking Their Ability, Divergence, and Prompt Injection Resistance as Paper Reviewers." arXiv preprint arXiv:2605.25415 (2026).
–	C. Zhu, J. Xiong, R. Ma, Z. Lu, Y. Liu, and L. Li, ‘When Your Reviewer is an LLM: Biases, Divergence, and Prompt Injection Risks in Peer Review’, arXiv preprint arXiv:2509.09912, 2025.
–	J. Xiong et al., ‘Large Language Models and Social Media Information Integrity: Opportunities, Challenges, and Research Directions’, 2025.
–	J. Xiong, M. Wei, X. Han, Z. Lu, and Y. Liu, ‘The Implications of Insecure Use of Fonts against PDF Documents and Web Pages’, IEEE Transactions on Information Forensics and Security, 2025. DOI: 10.1109/TIFS.2025.3599320
–	C. Zhang et al., ‘Guardians and Offenders: A Survey on Harmful Content Generation and Safety Mitigation of LLM’, arXiv preprint arXiv:2508.05775, 2025.
–	J. Xiong, ‘New Attack Surfaces Against Emerging Cloud and Web Based Infrastructures and Defenses’, University of South Florida, 2025.
–	J. Xiong et al., ‘Invisible Prompts, Visible Threats: Malicious Font Injection in External Resources for Large Language Models’, in Findings of the Association for Computational Linguistics: EMNLP, 2025.
–	J. Xiong, M. Wei, Z. Lu, and Y. Liu, ‘Assessing the effectiveness of crawlers and large language models in detecting adversarial hidden link threats in meta computing’, High-Confidence Computing, vol. 5, no. 3, 2025.DOI: 10.1016/j.hcc.2024.100292
–	J. Xiong, M. Wei, Z. Lu, and Y. Liu, ‘Warmonger attack: A novel attack vector in serverless computing’, IEEE/ACM Transactions on Networking, vol. 32, no. 6, pp. 4826–4841, 2024. DOI: 10.1109/TNET.2024.3437432
–	M. Wei, Y. Liu, Z. Lu, and J. Xiong, ‘Prevention of Web Scraping and Copy and Paste of Content by Font Obfuscation’. Google Patents, May 16, 2024, note=US Patent App. 18/508,366.
–	X. Han et al., ‘The Perils of Wi-Fi Spoofing Attack Via Geolocation API and Its Defense’, IEEE Transactions on Dependable and Secure Computing, vol. 21, no. 5, pp. 4343–4359, 2024. DOI: 10.1109/TDSC.2024.3352981
–	J. Xiong, M. Wei, Z. Lu, and Y. Liu, ‘Adversarial Hidden Link Threats in Meta Computing’, in 2024 IEEE International Conference on Meta Computing (ICMC), 2024, pp. 23–34.
–	Y. Chung, F. Yu, S. E. Saddow, and J. Xiong, ‘Electronic component authenticity identification system and related methods’, 2023.
–	X. Han, J. Xiong, W. Shen, Z. Lu, and Y. Liu, ‘Location heartbleeding: The rise of wi-fi spoofing attack via geolocation api’, in Proceedings of the 2022 ACM SIGSAC Conference on Computer and Communications Security, 2022, pp. 1383–1397.
–	J. Xiong, M. Wei, Z. Lu, and Y. Liu, ‘Warmonger: inflicting denial-of-service via serverless functions in the cloud’, in Proceedings of the 2021 ACM SIGSAC Conference on Computer and Communications Security, 2021, pp. 955–969.
–	C. Hu, Y. Liu, Z. Lu, S. Zhao, X. Han, and J. Xiong, ‘Smartphone location spoofing attack in wireless networks’, in International Conference on Security and Privacy in Communication Systems, 2021, pp. 295–313.

Presentations
· External: Invited Talk 18th Central Area Networking and Security Workshop, October 25th, 2025.
· External: Adversarial Hidden Link Threats in Meta Computing, IEEE International Conference on Meta Computing, June 2024.
· External: Poster talk: Denial of Service attack against Serverless Computing, ACM Conference on Computer and Communications Security, Nov. 2022.
· External: Presentation Warmonger: Inflicting Denial-of-Service via Serverless Functions in the Cloud ACM Conference on Computer and Communications Security, Nov. 2021.
· External: Presentation: Electronic Component Authenticity via Electrical Signal Measurement and Artificial Intelligence Symposium on Counterfeit Parts and Materials, August 3, 2021

Service
· External: Program Committee in The 29th International Symposium on Research in Attacks, Intrusions and Defenses. 2026
· External: Program Committee in The Web Conference - Dubai, UAE 2026


PROFESSIONAL MEMBERSHIPS (OPTIONAL)
· IEEE Member
· ACM Member
